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I, 25499 A, 54 9 53

g9 &

1. B5A11e] A
7F. 718 Ad

=2 A (Blockchain)2 5 Aol A== il ofe] HFH hl &+
E]—E 7 529 b 9Aeolth2 2008 UIlREE  AFEA](Nakamoto
Satoshi)#}F= 99 9] 7Rukx}7} B E :2¢1(Bitcoin) o] 2H= & 717] (public key) <F
sHA I 2 E=Y (proof-of-work) 2.2 TFAE 9o duglEe AFste] O
3} 7 (crypto-currency) S WFEHA AlAe] LA A HJTEY o] thge #Ht
A7 d#Ee] Hr)3E AFS FEow HAEste @EYA BAAGTERE
Hol ormz  FAAA7]&[Distributed Ledger Technology, DLT)¢]2}ill=

1
L BEAe

Elass | A&d HEAQ d=ZA BESSQIY BFf =5AAS M
HEFQ Frlel A7t fadhx], 5 Bitcoino] &9 54 & =ddshA
FRe=A BAgste d Zed AT ¢ e A3AE gt vEFS] A
ol A EF5AAL AQE= BE HEZIIY AL WS Egstks ol HH|
olx® 7wstH 54 AHelA ¥t AfeteAel diE FAE ATt &
ZAQ1 dlolelHlo] =0 AN I HAFAFS Pl HEFS dF & A|~F
o thet AFHIF EEAAS duolEste= dl solslokste Hugk 3o
HlAYF ] o) BAgdr ESAde Al Azt 78] (irreversibly)
7155 7] dZel, =8 A e 2R Ho Ak EF5AU WEY]A F
7hAke] A, W9l Tl wEk of2] 7HA FEjrh EAlekal AR & el Al &
&0] 7hs3tth

AEAQ E5AA 7e2 HlEAS] Ee= olfy w3y o] ¥EL FHE

O(

2) Anthony Lewis, A Gentle Introduction to Blockchain Technology 4, https://perma.cc/H3
AX-X]JXX (archived Oct. 27, 2017).
3) A3, AA =8, 1099,
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B0 % B BAsT U] gEd A2 JEES O e 5
F9 gL AT o g4 ZetolMAE BEFEA A4S £4F + 9
A gk, Ad

o) & ZKP7|=2 AARE HoleE FU/sHA Ra dlolgd gk AL AR
= T ZKP 7S A AR B e F4 FAAe F4 9 7
B As WA 3 Al AHEA S THE S AEE FoEH A4 ¥
£y ES5AA BE FES dIstetd Al A FEFAE &
a2 &atr] witel Al A5s & T sivke #AE At

o]g]3t ZKP7|& S AlE3tE d2AM Zcashe &7/ EFA¢lo] 7)1 dHolH

& Agsty] A% et TREFS AMSShe dustE E/aNE A 9
Zolty.  Zcash®  zk-SNARK(zero-knowledge Succinct Non-Interactive
Arguments of Knowledge)E& AF&3le] ZE HlolHE daslsty Ad5H A}
A ARE B335 Algste] AdQE S0 F RS v a2y S
2] & G 91 ek (extensive) A3 E ALE HEo] A Fo ARAow FAAA

4) oMkl QAJEF (Fd 9), TESAQ T} o]F,, $7]5E 2, 2017, 89-901 FHx.

5) Winston Maxwell & John Salmon, A guide to blockchain and data protection, at 20.

6) Id.

7) Lukas Schor of The Argon Group, On Zero-Knowledge Proofs in Blockchains,
https://medium.com/@argongroup/on-zero-knowledge-proofs-in-blockchains—14c48cfdldd.

8) Zcash, What are zk-SNARKSs? https://z.cash/technology/zksnarks.html.
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(scalability) =A7F  Ath9  Zcashd wAAES FH37] flgk ook
Hyperledger Fabric Z2AEQH o7|X % 7|15 wgetes 73S $3A

o] t}.10)

EEA 79 Fo 5o IR AME 7FestA ske g (i
T 4A (scalability), ZE AMEA7F AGARE

w2 ol B ok (security), A W RE A9
= FEw Al (transparency)©] o] thlh BEH < +
= FHA wiEel JiQlEe]l 4 Agutt A TAHIIE AHE
bt S Al A Aol shsetH, N7k dE At

al
4WE F oled Ausk A A¥s} o] Au AL B €
=
[<)

el A 715
AR S BHste] dolg FHA3Hdata minimisation) % A Al

storage limitation) ¥ &3 FE3t} o83 AP R E T A=A F=

9) ol7pulv] L AlEHF o(Fd o), el A 174W; Winston Maxwell & John Salmon,
supra note b, at 21.

) okl QST (FE 9), 49 A 174-175W. BAE ZEd fa F odtve
Hyperledger Fabric("HLF”)o|g}al &2]i=4|, Hyperledger $-AF T2 AE o] 0 4~
zrzAdEeot} £33 HLFE 85/ EE249L 93 B8 LgAAz 2 5 e 2E
2 W& v BEA Al~"olty, www.hyperledger.org. /N AHE $5te] Fd&
MAZ1E AHEshY, F71 2 Al diste] 2o s = AE ALeste wao=z

o] Z42 AF FINFIl disARE st @A A7) HE] 7 AREE & 7E
AstE 7] Ew Z1B30E o8 Jga SugaE 4 JF2elojor shel &
A 719 A 7] 7o) miBL & FoAgddA FAEA gem 15 NE AT
w2 4= )t} Winston Maxwell & John Salmon, supra note 5, at 21.
11) A3}, oo =8, 1164,
12) HEW A, E2A 54 AL (A&, o7 9), TEEARIY FH-HEFR
HHZAA 10T7HA AL F2E vlte 37 A3l 7|&,, F24E, 2
3) obFhukd]l QAeHE o(gd o), oo A, 31H =z,

=
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@A B5eta 258 o A BEAL A% Auls Fobol o] S gol
ERI

AE U Pl SFAQ Al=HE AL FIgiE g AR Advte
StEE 1 fFo] sttty olstel A= HolH fael od FE, HEY
(Public) ¥ =go]Ul(Private) &5 2¢1, ¥ 713 (Non-Permissioned)¥} ¥ 3
(Permissioned) EEA1¢l, W54 E5AA Wy EFAQoz FEse 1

L SR

o Blole] el g T

ESAIeA Aelats dHolg o F&ol Agte] leA] o o whet At &
ZAQ Al=gY 55 B5AQ Al2doR vw gk dwk EE5AQ A~
He e HolHE AYstEs AAE Aolum A glojA /HIA R e} v
NAAARE FEekA] =k Bt 55 S5 Al2de 54 doly 79
e Adstes AAE A, o] T AJAARE ALstes AAE 55 &
EAQ1e] Aele MMABRES Adol A 53] Akl

t}. #E2 (Public)®} Zg}o]ul(Private) H-Ex]ol

£ (Public) 2 2Zzto]Bl(Private) E5AQ12 /N4 HE BE #A3oA =
SA Qo] Ak ow H{E JbedAl, #HH LFe Al Aglnt A
A o] mE et & ¥ EY(Public) ¥ Zeko]Hl(Private)
A717F be el wE FEelth EEANS B3 AgE AR

= As Adsts A2 G2IE F olFoIAH, o|He] g A

19) % GDPROIAE 1ol Aol Afol % Ade 2aT & e dolg Adolx
Holg B3 43 IS R OR FEE F
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T A et AR HE FA wA e
2}. v]3= (Non-Permissioned)# &2+ (Permissioned) &5l

H] 513 (Non-Permissioned)& AFd & gtoluy Folglo] Fu ol
v ESAIRLS 9gv|sh= R, 218 (Permissioned) EE A9 A&z 4
frog HEAY w=7F A" EEAJES Ehd) A T HE
(Public) % ze}o]Hl(Private) &5 A1?1¢] #to]7} 81717} 7hsgkA] ol
olZ}¥ H] 5 213 (Non-Permissioned)# & 23 (Permissioned) &% A<
7F Tbed Al mE otk AR vl EE E5A & Abete
Z|EA o2 EFARl HARE AFEA F7HE ¢ vk whdo] 2y
]
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B 9] e YAl oWl ZepolmA 2L FFsol

AEA EF5AQAE REAJ]I ojfew3 o] TNEL FHI HEY
B34 71€S AMEEE A fola, MyAde 5] T wEs
7t AemA O dz firo]l AdE e Aladd 7E ARE dEE A%
e 2 ZARNOff-Chain) ¢ S ehs] EAsts ¥E E5AQ
(parallel blockchain)?l AFo] =A)¢1(Sidechains)o] QUTHE) AR Z QT Ao =
Astd A AR Aol tig HE A3 s GAA AT AE e

A7

AR e A U ZolnArt BAE= whd § o]
[}

=
5o FHeA @ & glom dRee A% Ad FYAAE A% A 7]

Ju

et

-07, 2016.11, 149 3=,
16) A=A A4S 2t Aol SAlele] RAetel Aelstnz Egol wobAdm, &%

15) 2AE, TARAGN M) BEAL V%] BEAY P AN, ARAFATA 24}
1
Y 5 §x me BeW )5S 24E 5+ Uk



206 JEHs Al47% (2018.12)

& Poalof Amw LEAAS AL ) AL 4 Ax e AR oo A
GG Afol= Aol A BAGE Aol e AFEE ARG D zeol
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17) Winston Maxwell & John Salmon, supra note 5, at 16.
18) Id.
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FoIre] NAZHESH A

20009t Eole WA fFHAS o] VEAA G JMAARKETHES HEF st
A 7EAo R ANEIL olE FAIgE7] sle] 1995\@HEH AldH AHKE
aAHES dAstE FE9F IdWPE R B S5+ (General Data  Protection

Regulation: GDPR)S 20159 12¢¥€ A Ast=d], MAAEHEITE 93 QJ2e 7]
T AASEL k1) 7)Edd AER S A Fo] Fd A= YRS 9% A
Foldthd, GDPRS R E EU 3d=io] Mo WS AAsA ot A

HS 7HAE grgolth 2018, 5. 25.7-E] AldE L Qlo] HAAA o ® A

o] FFH 3 245o] g whele] nAlsta 9lrk

E_

olg# WA E Y AFEE 5L SR AL BHow 20179 99
Bl E Y AHRe FES A% FARAL AGAAT0 F FARY
]

MM = HIAIGRS] fFEol A3 e FAt F
s aclo] Hrta wdkste] “mizildolE e EU 9
o

IS

JE2 2017d 5€ 30¢ MAARRITHE /ASAA 2221 7l dolH
of UE AL eI 1 BEHS FAAAG F AAGRA BE A
3 WFE B 9asl s W, 59 49 4uE £ dED AR
g AEae] A2 & Qi AuE, Bdo] BFSRES wE qysteEgns
QR AR EY A2E A9HS ARl EYSEAN oYrtE

19) European General Data Protection Regulation 2016/679 (GDPR).

20) EUROPEAN COMMISSION, Proposal for a REGULATION OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL on a framework for the free flow of
non-personal data in the European Union, Brussels, 13.9.2017 COM(2017) 495 final
2017/0228 (COD).

) Al AVRAEEA GAT, DR A QB ERS Wl —v= - EU - 7o) v
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nE A o Fol B4 sl ABYe] e AeAEN TR AFEFE
% su gk,

obzel omHolH o F&AHS TUAZIZ] flste] ZiQllolE FelME o=
diolefol gk 74l &3kl ol o8 7HeAS SXA717] 95t ,]erﬂo]
B &g w3 SENE A2 AREisith 5 20174 449 289 959 5
dFS Adtsle] A gl #3 AR S5 AW ow JhEste] owr|w 94°ﬂ*1+
A7 A=F s AAHe RTINS F3A7] A 2018 S5EF-E A @T
Atk TR Aer Ag7tA pEHer HS - #EHL e o5
olHlE SRV I wfstel ol & ¢ A Hia, dER A" MIARE
T MAVES TG AAAIATE B R

[#o] Hsta 3= of&1d
A

OB E oW se] wA R Slo] AN FolA AT 5 A
otk E@ WEA o melole A #3E Astel olsh 2e SJRulolE
o1 g8 BA o] ARAZ U Bel'E ARAA wow ATY F AR

2 3l FEO2(opt-out) WAS A &3t

o AWEHe ZgtoHAlEd dls] WE fHS T A oy
Griswold v. Conneticut AF7123)o| A ARHY AR sy 28 AR 2
ol Ao ARHA FEE AAFEAE WA v JfAAR B

ot
i
it
Y
o,
o
>,
2
O,
2
=y
Hl
rlo
o
Ak
T
)
fo
o g
i)
)
rO
o
[N
T
fol
2
)
ot

WAL B8 TAoz-" AAdstn BAgsrY, A9 =i, 2017.6, 49-500 %

22) RMAREEHIEAEL: TR 30@5) W4T (NPT Dot - BEReikms =), NI R Y <
Ao o3, e 55 X3S wErt 87 AR gisl] A% FEOL o
3 Algo] gAEeRZN T HAS 2 dgustEs xgete dlolE AHAz" 75
Gu)g Fdo] A e} s)le “"43] olole] BT E wiHEHA AYItEE R AFH
E oHdsln g 84T § JEE sl AS T8 Ugo= g

23) Griswold v. Conneticut 381 U.S.479 (1965).

24) v=r W Ee 22F9| Schwartzil4FE= Whalen v. Roe AFAClA aAuloiH e 2z el
2 ¥ A 2} (substantive due process)oll A3 AW ZElolHAlel AWH A E gl
3 ®3 Atk Paul M. Schwartz, Internet Privacy and the State, 32 Conn. L. Rev. 815,
828(1999); Whalen v. Roe, 429 U.S. 589 (1977); Paul v. Davis, 424 U.S. 693 (1976).

25) Zeo|HAH(Privacy Act), =& Zefo]H A" (The Financial Privacy Act), #Al°]&%4174
#¥ (Cable Communications Policy Act), A A&Al o] Al (Electronic Communication

Hoé;'
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zatolHAl A dd, FTCol g NI R A& tA7F A

g A =A g Ak} Tl Eo] B S|AE Q1Y s ARE HLstal af
o 2o A ES At AR oI} Ao #gk WHE (Health
Insurance Portability and Accountability Act, ©]3&} ‘HIPAA' 203} /fIA BB
St o] 920 HIPAA /WA RE S 29 7)ol uhet 7470*E3%%X}, =l
Z_‘ =S

A
4

o mAu|=AEAL, HAgSZHAHS BooFasS Jiels A + 9l
= 9 & A X (individually identifiable health information)= =% E I & of =

428 A 715EA] s A g® o5 A B (de-identified health information)

o] o] & H FIol= ATte] Qlth29) 7|dA AE JHFelA] FEFE AZlste
Wil = F 7Fx| 7} Q) stus A BA AR o] o FAF e Fal
S e Ao, thE vk 2 I Q1Y JFH, b Wl Y, 18T
S99 1% A A (identifier) &S AHAl 8= A o]t}

3. E5A0] MeAAE E3F ofF

7} NI K] WA A

EZA¢lo] MAAHERITHo] AHLEE=A oRrE AAsHA EZH9 7]|&

Privacy Act), Hlt] e Zglo] A B 5% (Video Privacy Protection Act), 71532 o] A
Molo] 73+ W E(Health Insurance Portability and Accountability Act), 34418 H 115
(Fair Credit Reporting Act) 5©] oo aj-&c}.

%) 1 RN wo] A dolelol #3 AgE JF WEolHsnrks Ang
AoA ol 5 AN WE Aol 9& AFNE Agugel oldd ATHE wy

3] 918 AES A HWEolth

I—HPAA7P 19961 AFHZ T F o O]EE% Aste] M BARAREE R B

A% =7b1Eez Al A Jhed 943141-4 HEE % /(NI BES
]ﬂﬁ} ek o] 7lEe 7H°J94 BEE FHs L o] & - #Edke A8 g
Al 2 BEoFAe] FAAER dtola Jile dRAEE &8ss UH
AgA ke SAlel L Eiﬂ—‘?x} 225 FAT F 0 BELE VT

NFEL w= BAEXE g 9A FA(Office of Civil Rights, OCR)eIA $19] =

ol e Al B fVkALEe] #ek ™S Fdse LAV Ha Qi

& AR Aoy M, 73 ool o RE E}XWPX]E} fels 4
grARE 1 2 JRle A, @4 &E UWH-J A = 7

3 A, 2) 2 ARl B s AF pelel o= zﬂ#—

Bet el 0 A Lach B 44 2a, Bane

27
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29) 45 CFR. §§ 64 502(d)(2), 164.514(a) and (b).
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=

obE o Sl AL e ATem Aosta (e A2z A=)
ENJVYEHRSHE -2hetel vszebAl Aojstar Atk GDPRe 747,
FeElvEty dEe AR JIIARE AAsHA Aot v S NAA
RS “AEEAY Adrbedt Addel #d BE FrTola, ‘AWrbedt A
A “58] AW, AERME, A dHolE, el Adaret e A E
= &g AdQlel B3 EelH, AH, AR, A, ZAHE,

SYugiy o] QI E B TR e &
7] ©l°ol¥, RFID el 5 ¢ A =
BAskAL Q= A elA Aol 7b STt

dolg H35o] T & u EZA< ]
AA AR ALY ALAE FIHEA Folm HAF o]2How AR ke A

A
S 88387l wiel wd A AL 249 fle A5, HAA R

AJNERESH A AAARE doble Aol #3 AHwA 1) 3T

= A%, Aded 78 7 Sl 71A e VIsHAY §4, §4 7]
dE dA Y Abgte] oste] 54 S AEE 4+ e A (v
o) A

AR B b 4 59 o= shupel AFHE B4, WE, 715 JE 25 F A
oz A A Bk 1) 54 A9 AAe) A% 5L AAAW§oR A
F57] skl MBE B4, W5, /15 ke Rk Y 54 AL JE £ Qe
A, 2) AelA AFHE S olg w el dulEE AFe] Fhol Bl Y
HAL EE RGO HFEE A JlE AR AASAL Ex A4 ] o)

pun =1
7159 &4 A5, 7% 71Ete] §E7F 2 o8 e 7FUA e wg =
& Fo] HEE I e V|AHAY e V5HoZN 5 ol&a B A E
= BYrs 25 AU 5 s AR A2,
‘personal data’ means any information relating to an identified or identifiable natural
person (‘data subject’); an identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person.

31

N
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A5 e Aagnel Aol mE W, P = glol A4S AA A
ME 5 ool s oF, Fa, A3 WE EE JlE fAE 4rot 2sA2e
A Ad dlolE FEd AANA @rhe 2 Ao AW, Y G 4
Mahe 0ge sbsAel Atk dE ol ZEAA BASE Aulz ol g2
o WEZS FiE A P FAE FAT F gon], of P FaE 54 o
B dd Et 9l AR AT+ Utk E o84 ¥ A vEgas
MEZ g FAHoR 42T F s BEA RS JNon wEol
45 Q3 ogel AdES Bal 54 o845 F4% & A8 43T
F qluh

o] MAARETNS T AA == 4] Aol ofeey e AR 47

32) Recital 26 Not applicable to anonymous data. 1. The principles of data protection
should apply to any information concerning an identified or identifiable natural person.
2. Personal data which have undergone pseudonymisation, which could be attributed to

a natural person by the use of additional information should be considered to be
information on an identifiable natural person.

3. To determine whether a natural person is identifiable, account should be taken of
all the means reasonably likely to be used, such as singling out, either by the
controller or by another person to identify the natural person directly or indirectly.

4. To ascertain whether means are reasonably likely to be used to identify the natural
person, account should be taken of all objective factors, such as the costs of and
the amount of time required for identification, taking into consideration the available
technology at the time of the processing and technological developments.

5. The principles of data protection should therefore not apply to anonymous
information, namely information which does not relate to an identified or identifiable
natural person or to personal data rendered anonymous in such a manner that the
data subject is not or no longer identifiable.

6. This Regulation does not therefore concern the processing of such anonymous
information, including for statistical or research purposes.
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[Abstract]

Blockchain and Personal Data Protection

- Magic of blockchain and challenges to law thereof -

Park, Jina"

The use of blockchain technology can, and will, change our society
profoundly. A blockchain as the next big thing for the decentralized internet
is in essence a digital ledger containing lines of data or information. Such a
ledger can contain different types of data, varying from transaction records,
transactional attributes, credentials, or any other piece of data or information.
As a matter of principle only lines of data can be added to this digital ledger,

and none can be removed or altered.

My aim in this article is to deal with blockchain technology and personal
data protection and its use. For this purpose, first of all, I will attempt to
answer the question "Is blockchain subject to personal data protection law?”
Firstly, I will examine whether hash and public key of a blockchain system
are personal data or anonymised data. Secondly, I will deal with the question
"Who 1is the data controller and the data processor in a blockchain context?”
Thirdly, the principle of personal data processing will be discussed. Fourthly,
the issues of contract will be discussed. Fifthly, the problem of personal
data deletion will be addressed. Sixthly, the issues of the applicable law and
jurisdiction will be examined. Seventhly, I will discuss the problem of data
protection impact assessment. Of course, I will take into account that there
are limitations that can not be expressed in general because of the variety
of models in which the blockchain technology is implemented. The answers

to these questions may lead to the conclusion that a given blockchain project’

* Dr., Korea Institute of Technology And Law.
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nexus to personal data is so remote that only minimal data governance
mechanisms are required. By contrast, some projects will involve high-risk

data processing, requiring a full-blown data protection impact assessment.

Based on the above review and discussion, I will suggest ways to improve
the existing personal information protection law. In order to improve the
personal information protection law considering the blockchain technology,
compatibility with international norms should also be examined. Beyond the
harmonization with the privacy principles of the blockchain technology, the
blockchain seems to play a big role in the personal information management
led by the individual. In the next few years, various personal-led personal
information distribution and protection technologies and systems projects
should be conducted to ensure that a large amount of data, including personal
information, can be distributed and utilized safely and securely. It should also

be supported by government policies supporting these projects.

I hope that this paper will help to improve policies for taking balance between
privacy and innovation in the data economy coming from the 4th Industrial
Revolution, and improve related laws such as the Personal Information Protection

Act and the Information and Communication Network Act.

Key words : Blockchain, Personal Data (Protection), data controller, deletion,
design.







