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[ABSTRACT]

Protection of Personal Rights in the Digital Age
Lee, Boo-Ha'

The German Federal Constitutional Court's online search ruling governs
the authority of the constitutional protection body to collect various
information from information and communication systems, and the North
Rhine-Westphalia State Constitutional Protection Act, which regulates the
processing of collected information, (VerfSchutzG NRW) was a constitutional
complaint case. The German Federal Constitutional Court created a new
fundamental right, namely ‘computer fundamental rights’ (so-called ‘IT
fundamental rights’), which ‘guarantees the confidentiality and integrity of
information and communication systems  in its ruling on online search,
These ‘fundamental rights to computers’ (so-called ‘fundamental rights to
IT’) are based on general personal rights, Among the areas of protection
of general personal rights, there is self-protection, ‘Self-protection’ is the
protection of privacy, which is the ‘right to be alone’ that comes from
the ‘privacy right’. The German Federal Constitutional Court said in its
ruling on online search that the basic computer right derives from the
right to self-protection among general personality rights.

As in the ruling of the German Federal Constitutional Court on online
search, the legal norms governing state behavior on the Internet or
information and communication systems must comply with the principle
of proportionality, Covert access to information and communication systems
violates the principle of necessity (the principle of least infringement). In

addition, Article 5, Section 2, Number 11, Sentence 1 of the Constitutional

* Professor, Yeungnam University Law School.
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Protection Act does not satisfy the balance of legal interests. The methods
stipulated in the Constitutional Protection Act cause serious violations of
fundamental rights, but the public investigative interest is less than the
private interests that are limited.

The content of the fundamental rights of IT is to protect the interests
of IT system users who trust and use the information that the IT system
produces, processes, and stores in hopes that the confidentiality will be
maintained, Although the guarantee of the IT fundamental rights is closely
related to the right to self-determination of personal information, it protects
against infringement of fundamental rights beyond the right to self-determination
of personal information to the potential threat to the subject of fundamental
rights arising from the high dependence on the IT system that exceeds
the damage caused by the collection of individual personal information,
In addition, it is to protect the ‘IT system itself beyond individual personal

information protection,

Keywords : digital age, personal rights, information communication system,

cyber safety, risk




